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1 
 

INTRODUCTION/ BACKGROUND 

 

The Trust-wide Digitisation of Health Records Project (DHR) is part of a wider Electronic 

Patient Record (EPR) Programme which involves scanning paper health records and a 

gradual move to electronically created and maintained records delivered via a reliable and 

accessible EPR system.  

 
To ensure appropriate legal admissibility of digital records the Trust must to be able to 

demonstrate that scanned documents and processes are compliant with the legally 

recognised standard BS 10008 which requires document to be validated as authentic, in that 

they have been scanned to specific standards, are unaltered since the time of electronic 

storage and that they are a reliable and true representation of the original paper record.  

 
This policy sets out the acceptance requirements for disposal of source health records based 

on batch quality reporting, advised by the quality assurance procedure including 

authorisation, review and approval.  

 
Relationship to connected policies 
 
This Appendix of the policy applies to health records documents which as part of the DHR 

process are scanned to a digital image.  

 
The Trust demonstrates via within the Quality Assurance Guidance document, Legal 

Admissibility of Digital Health Records that health records scanned as part of the 

Electronic Patient Records (EPR) programme are legally admissible, authentic, unaltered 

and remain a true representation of paper documents that originally formed each record and 

that creation, scanning, security and storage processes and systems support the legally 

recognised BS 10008 standard. 

 
This procedure is supported by a risk assessment which includes assessment of the 

likelihood of future legal reliance on scanned records. 
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AIMS/ OBJECTIVES/ PURPOSE (including Related Trust Documents) 

 

When a document has been scanned it is uploaded to the DHR system. This system 

consists of an electronic document repository (Documentum) and a clinical viewing system 

(Unity).  After scanning the original paper copy or ‘source record’ as it is known destroyed, 

the scanned version is to be regarded as the definitive record for legal, accountability and 

secondary uses. Reliable reproductions of records e.g. complete and accurate copies of 

digitised records have the same legal significance as original source records. Clinicians have 

the ability to annotate comments on the record on Unity (which are stored within Unity, not 

Documentum) which is essentially the equivalent of a clinician making a retrospective 

addendum/comment on a paper document. These comments are recorded along with the 

date/time and username of the member of staff making the comment. These comments then 

form part of the complete medical record. 
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The scanning process will form part of a defined business process with scanned records 

always being created at the same point in the process and being handled and maintained in 

the same way. Staff engaged in the scanning process will be trained and familiar with written 

procedures. 

 

The rationale for continued retention of source records after scanning and the likelihood and 

associated risk of a document being inadmissible or unavailable must to be balanced against 

benefits and risks such as the significant cost of continued retention of source documents 

and a continued legal liability to retrieve them and provide them as evidence whilst in 

existence.  

 

In order to realise the financial benefits of scanning and to minimise storage costs the Trust 

will operate an on-going disposal program for eligible source records after scanning and in 

accordance with the Quality Control and Assurance acceptance rates set out within this 

policy. 

 

Paper source records will be destroyed after scanning subject to their eligibility via the 

Quality Assurance process and within 3 months of scanning. The 3 month period is part of a 

risk mitigation strategy to allow appropriate quality control checks to take place and 

unsatisfactory quality to be identified and rectified before disposal takes place. 

 

This Policy with supportive quality assurance processes are intended to ensure that scanned 

DHR records are legally admissible, meet the requirements of their intended use, remain 

legible and accessible over time and provide a process for assurance and risk mitigation that 

enables source records to be disposed of promptly after scanning. 

 

Consistent with ISO 9001 standards and BS 10008 requirements the Trust and contractors 

involved in scanning processes will operate established quality assurance processes with 

respect to: 

 

 assessing quality of scanning equipment 

 preparation of files prior to scanning 

 business processes for creation and checking of scanned health records and re-

scanning of records where quality standards are not met 

 accurate capture of quality control documentation  

 

The Standard Operating Procedure for Scanning Quality Control Process and Quality 

Assurance Reporting document outlines how the quality of scanning is assessed and 

reported, and how eligibility for disposal is determined. 

 

Related Trust Documents 

 Retention and Destruction Policy 

 Records Management Code of Practice 2020 
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3 
 

ROLES AND RESPONSIBILITIES 

 

Chief Executive 

The Chief Executive has overall responsibility for this policy within the Trust. Implementation 

of, and compliance with this policy is delegated to the Senior Information Risk Owner, 

Caldicott Guardian, Data Protection Officer, and members of the Information Governance 

Committee.  

 

Senior Information Risk Owner 

The Chief Financial Officer is responsible to the Chief Executive for Information Governance 

and is the designated Senior Information Risk Owner, who takes ownership of the Trust’s 

information risk policy, acts as an advocate for information risk on the Board and provides 

written advice to the Chief Executive on the content of the Statement of Internal Control in 

regard to information risk.  The Senior Information Risk Owner also reports annually to the 

Trust Board on Information Governance performance. 

 

Caldicott Guardian 

The Director of Corporate Affairs is the ‘conscience’ of the organisation, providing a focal 

point for patient confidentiality, information sharing and advising on the options for lawful and 

ethical processing of information as required. 

 

Data Protection Officer 

We are a public authority and have appointed a Data Protection Officer.  The Data Protection 

Officer reports to the Caldicott Guardian and works with the Senior Information Risk Owner 

and the Caldicott Guardian. 

 

The Data Protection Officer is tasked with monitoring compliance with Data Protection 

legislation, our data protection policies, awareness-raising, training, and audits.  Our Data 

Protection Officer acts as a contact point for the Information Commissioner’s Office.  When 

performing their tasks, our Data Protection Officer has due regard to the risk associated with 

processing operations, and takes into account the nature, scope, context and purposes of 

processing. 

  

Information Asset Owners (IAOs) 

Information Asset Owners (IAOs) must be senior/responsible individuals involved in running 

the relevant business. Their role is to understand what information is held, what is added and 

what is removed, how information is moved, and who has access and why. As a result they 

are able to understand and address risks to the information, and ensure that information is 

fully used within the law for the public good. They provide a written judgement of the security 

and use of their asset annually to support the audit process.  When carrying out a Data 

Protection Impact Assessment, we seek the advice of our Data Protection Officer who also 

monitors the process. 

 

Information Asset Administrators (IAAs) 
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Information Asset Administrators ensure that Information Governance policies and 

procedures are followed, recognise actual or potential Information Governance security 

incidents and take steps to mitigate those risks, consult their Information Asset Owners on 

incident management, and ensure that information asset registers are accurate and up to 

date.  When carrying out a Data Protection Impact Assessment, we seek the advice of our 

Data Protection Officer who also monitors the process. 

 

All Staff 

All Trust employees and anyone else working for The Trust (e.g. agency staff, honorary staff, 

management consultants etc.) who use and have access to Trust personal information must 

understand their responsibilities for Data Protection and confidentiality.  
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PROCEDURE DETAILS (including Flowcharts) 

 

Quality Assurance Program and Process 

As part of the scanning and conversion of paper health records to digital images the Trust 

undertakes to:   

 

4.1.1     Operate a quality driven process for records scanning. All steps of the scanning 

process will be fully documented within Standard Operating Procedures or Work Instructions 

produced by either the Trust or contractors and consistent with the International Standard 

Organisation (ISO) series on quality management referred to as ISO 9000 and BS 10008.  

 

4.1.2     Operate a fully documented Quality Control testing and Quality Assurance reporting 

process which measures quality compliance and establishes the authenticity of scanned 

images as certified copies of original source records. 

 

4.1.3     Records from random sampling of batches taken from the preceding 2-3 weeks will 

be used for Quality Control testing. 

 

4.1.4     The Trust will operate a normal visual inspection level of between 1-5% of files, 

which may be increased up to 10% if the high level failure rate requiring rescans or more 

exceeds 5% of any sample batch. 

 

4.1.5     The Trust will use quality indicators to qualify source records as suitable for disposal. 

These which will focus on ‘high level failures’ attributable to errors in document scanning that 

could result in clinical risk. Any such failures identified during the process will be rescanned 

to correct.  

 

The following findings by visual inspection are categorised as ‘high level’ failures: 

 

 Images of poor quality with scanning defects 

 Documents Missing or Incorrect Section Sheets  

 Scanned against the wrong Patient 

 Missing or incorrect QR codes on dividers or insertion sheets 
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 Pages in the physical record missing in Unity (excluding blanks) 

 Inappropriate use of Minimal Data Stamp 

 Pages in Unity not in physical copy 

 Scanned in the wrong order 

 Incorrect orientation 

 Information obscured 

 Double feeds 

 Incorrectly filled removed items sheet 

 Inappropriate use of poor quality stamp 

 Operation and Anesthetics records in wrong place 

 Pages not unmounted from mount sheets / Post it’s not unmounted 

 

As part of the scanning and conversion of paper health records to digital images the Trust 

undertakes to:   

 

Training and Documentation 

4.2.1     Ensure training records are maintained for all staff involved in scanning, uploading 

and Quality Control processes. 

 

4.2.2     Have documented procedures for all services provided by third party contractors. 

 

Audits and Process Monitoring 

4.3.1    Monitor quality by conducting routine monitoring (i.e. ISO 9001) and audits of 

systems to ensure validation processes and specific requirements are met and maintained. 

 

4.3.2     Operate a file reconciliation system to ensure all records sent for scanning are 

received by the Trust as scanned images. 

 

Risk Assessment 

4.4.1     Create and maintain a risk assessment in relation to this policy which is accepted by 

the Trust with any residual risks relating to disposal of source records mitigated to a level 

agreed to be acceptable to the Trust before disposal takes place. 

 

4.4.2     Adhere to the requirements of this policy to minimise risks associated with 

production of digitised health records that do not meet an acceptable standard for business 

needs or legal purposes. 

 

Disposal Process post scanning 

4.5.1 Post Scanning Retention  

Original health records/documents will be kept by the scanning contractor until quality control 

checks have taken place and there is appropriate assurance that a checked batch of records 

meets the quality assurance criteria. 

 

4.5.2 Authorisation Process 
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The disposal of source record batches will be authorised by the Information Governance 

Committee based upon adequate levels of assurance ascertained from the QA process. 

Records will be disposed of by monthly batch 3 months post scanning. 

 

4.5.3 Disposal Acceptance Criteria  

Source records will be destroyed if all conditions under the Disposal Acceptance Criteria 

below have been met.  

 

1 Incidents Acceptance Criteria 

There should have been zero ICT reported Multi User Incidents with relevance 

to the scanning process, operations or technical transfer of digitised records in 

the month of scanning of the record batch for disposal. 

If there has been a MUI in the time period, disposal will need to be approved by 

HRMG who will require that significant assurance in available terms of related 

risk. 

2 Thin Files Acceptance Rate/Quality Parameters 

Not >than 2% high level failures in batches scanned during the month for 

disposal. 

3 Legacy File Acceptance Rate /Quality Parameters 

These files may contain very large amounts of historic information/old 

documentation which may be in poor condition resulting in a high level of failure 

than newly produced thin files. The likelihood of future reliance on older 

individual record documents for Trust legal purposes against the overall volume 

of documents and files held is still small.  

Not >than 5% high level failures in batches scanned during the month for 

disposal 

 

4.5.4 Destruction Certification 

Confidential destruction will take place via the contractor using procedures consistent with 

the Trust’s Confidential Waste Policy. A destruction certificate will be provided back to the 

Trust detailing the numbers of records disposed of.  

 

Addressing initial accrual of source records for disposal  

 

The accumulation of source records initially scanned during early implementation of the 

digitalisation programme and waiting disposal will be dealt with in monthly batch order (by 

time period scanned) and with consideration of appropriate levels of assurance gained 

through a retrospective quality control inspection process and using risk assessment.  

 

4.6.1 Thin File Source Records:  

 

Thin file source records from August 2016 onwards carry a known level of assurance as 

these records have been part of the quality assurance process and will therefore be suitable 

for disposal every 3 months from November 2016 onwards, subject to HRMG reviewing and 

retrospectively agreeing disposal of each months scanning as per normal operation via this 

policy.  
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4.6.2 Legacy File Source Records: 

 

Legacy file source records scanned from August 2016 onwards carry a known level of 

assurance as these records have been part of the quality assurance process and will 

therefore be suitable for disposal every 3 months from November 2016 onwards, subject to 

HRMG reviewing and agreeing disposal of each batch as per normal operation via this 

policy. 

 

Legacy file source records scanned prior to August 2016 will need to be retrospectively 

put through the QA Process in date range batches of 500 and sampled at a rate of 5% and 

will be subject to HRMG reviewing and agreeing disposal of each batch as per normal 

operation via this policy. 

 

4.6.3 Source records – Unscanable Items 

 

In some cases source records contain unscanable items such as physical objects found in 

records; these will be retained separately in their original format as source documents and 

referenced as removed within a scanned record. They will be retained in accordance with the 

normal Health Records Management Policy. 

 

Risk Assessment 

 

A risk assessment evaluating actions within this policy. 

 

Audit 

 

The procedure and processes will be audited with other Corporate Governance and risk 

management processes adopted as part of the Trust’s Risk Management Policy and adopted 

Quality Management Systems ISO9000/9001 and ISO 27001.  

 

The performance and compliance against these processes will be subject to internal/external 

audits as part of the ISO9001 assessments. Processes will be audited on rotation so that a 

minimum of seven associated processes are audited each year. 
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EDUCATION AND TRAINING 

 

5.1 Ensure training records are maintained for all staff involved in scanning, uploading and 

Quality Control processes. 

 

5.2 Have documented procedures for all services provided by third party contractors. 
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6 
 

MONITORING COMPLIANCE AND EFFECTIVENESS 

 

Minimum 

Requirement 

to be Monitored 

 

 

(WHAT – element of compliance or 

effectiveness within the document will be 

monitored) 

Responsible 

Individual 

 

 

 

(WHO – is going to 

monitor this element) 

Process 

for Monitoring 

e.g. Audit 

 

 

(HOW – will this element 

be monitored (method 

used)) 

Frequency 

of 

 Monitoring 

 

 

(WHEN – will this element be 

monitored (frequency/ how 

often)) 

Audit of paper and electronic records Information Governance 

Team  

 

Audit  

 

Bi-monthly 

Adherence to Information Governance 

policies and procedures in nominated 

Division/ Department 

360 Assurance Audit Annually 
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EQUALITY IMPACT ASSESSMENT (please complete all sections) 

 
 Guidance on how to complete an Equality Impact Assessment 

 Sample completed form 
 

Name of service/policy/procedure being reviewed: Retention and Destruction Procedure 

New or existing service/policy/procedure: New 

Date of Assessment: 12th November 2020 

For the service/policy/procedure and its implementation answer the questions a – c below against each characteristic (if relevant consider breaking the 
policy or implementation down into areas) 

http://sfhnet.nnotts.nhs.uk/content/showcontent.aspx?ContentId=51199
http://sfhnet.nnotts.nhs.uk/content/showcontent.aspx?contentid=50947
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Protected Characteristic 

a) Using data and supporting 
information, what issues, needs or 
barriers could the protected 
characteristic groups’ experience? For 
example, are there any known health 
inequality or access issues to consider? 

b) What is already in place in the policy or 
its implementation to address any 
inequalities or barriers to access including 
under representation at clinics, screening?  

c) Please state any  
barriers that still need to be 
addressed and any 
proposed actions to 
eliminate inequality  

The area of policy or its implementation being assessed:  
 

Race and Ethnicity: 
 

None  Not applicable None 

Gender:  
 

None Not applicable None 

Age:  
 

None Not applicable None 

Religion:  None Not applicable None 

Disability: 
 

Visual accessibility of this policy Already in Arial font size 12.  Use of 

technology by end user.  This policy can 

be made available in alternative formats, 

such as easy read or large print, and may 

be available in alternative languages, upon 

request 

None 

Sexuality: 
 

None Not applicable None 

Pregnancy and Maternity: None Not applicable None 

Gender Reassignment: None Not applicable None 

Marriage and Civil Partnership: None Not applicable None 

Socio-Economic Factors (i.e. 
living in a poorer neighbourhood  

/ social deprivation): 

None Not applicable None 

 

What consultation with protected characteristic groups including patient groups have you carried out?  

 None 
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What data or information did you use in support of this EqIA? 

 Trust guidance for completion of the Equality Impact Assessments 

As far as you are aware are there any Human Rights issues be taken into account such as arising from surveys, questionnaires, comments, concerns, 
complaints or compliments?  

 No 
 

 

Level of impact 
From the information provided above and following EqIA guidance document please indicate the perceived level of impact: 
 
Low Level of Impact 
 

 

Name of Responsible Person undertaking this assessment: Gina Robinson 
 

Signature:  

 
Date: 12th November 2020 
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APPENDICES 
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APPENDIX A - RECORDS DESTRUCTION LOG 

 

 

Description of Record to be Destroyed Electronic or 

Paper format 

Owner/Department Person 

Authorising 

Destruction 

Retention 

Period 

Date of 

Destruction 

Email account for Joe Bloggs Electronic NHIS Service Desk 

Manager 

1 year 02.11.2010 

Minutes of Health & Safety Committee Paper Human Resources Assistant Director 

of HR 

2 years 05.11.2010 

 

Where relevant this should include the 

period that the documents cover – e.g. 

Supplier invoices for 2011/12 
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APPENDIX B - APPLICATION FOR EXTENDED ARCHIVE RETENTION OR 

PERMANENT PRESERVATION OF HEALTH RECORDS 

 

Applicants must provide a completed application to the Information Governance Committee 

which is accompanied by a signature of support of their Clinical Director. 

 

 

 

 

 

 

 

1. Applicant: 

 

2. Position Held: 

 

 

 

 

3. Division: 

 

4. Date: 

 

 

 

 

5. Employer: 

 

6. Quantity of records concerned: 

 

 

 

 

7. Date range of the records concerned: 

 

 

 

 

 

8. Are you/information analysts able to identify the records concerned by providing a list of 

Patient Master Index (PMI) numbers? YES/NO 

 

 

Signature of Divisional Director: Date: 

Signature of Consultant Applicant: 

 

Date: 
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9. How many of the records relate to deceased patients? 

 

 

 

 

 

10. Is your application for: 

 

A) □     Extended archive preservation of records 

B) □     Permanent Preservation 

 

 

 

11. If you are applying for extended archive preservation of records, how long would 

you wish them to be retained for? 

 

 

 

 

 

 

 

12. What would be the basis for their use? 

 

A) □     Research (i.e. Clinical) 

            Please quote any Ethics Committee approval number and date and start and end 

dates for research. 

B) □     Historical (i.e. the history of medicine) 

 

Please explain the basis for use: 
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13. Please provide a summary of the information contained within records which you 

would use:  
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14. What is the local clinical need to continue to consult these particular records: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

15. How often do you anticipate that you would need to use them? 
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16. What value do you consider the records have for long term research and are there 

any plans to carry out this research in future? 
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APPENDIX C- APPLICATION FOR EXTENDED ARCHIVE RETENTION OR PERMANENT 

PRESERVATION OF HEALTH RECORDS 

 

 

1. Applications for extended retention or permanent preservation of health records must 

be made strictly within the terms set out in the Records Management Code of Practice 2020. 

 

2. Future applications must be forwarded to the Information Governance Committee 

using the appraisal procedure set out within the policy, when necessary with expert advice 

e.g. from the Senior Archivist at the local Public Records Office approved repository or the 

Information Commissioner’s Office. 

 

3.        Applications must be accompanied by a signature of support from the relevant 

Divisional Director. 
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APPENDIX D- RECORDS WITH APPROVED EXTENDED RETENTION 

 

Directorate Responsible 

Clinician/Applicant 

Date of 

application 

Details of extended preservation 

Corporate Lee Radford 13th 

November 

2020 

Work experience/work placements 

records.  To be destroyed after for 7 

financial years 
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APPENDIX E - CERTIFICATION OF EMPLOYEE AWARENESS 

 

Document Title Retention and Destruction Procedure 

 

Version (number) 1 

Version (date) January 2021 

 

I hereby certify that I have: 

 

 Identified (by reference to the document control sheet of the above policy/ procedure) 

the staff groups within my area of responsibility to whom this policy / procedure 

applies. 

 Made arrangements to ensure that such members of staff have the opportunity to be 

aware of the existence of this document and have the means to access, read and 

understand it. 

 

Signature 

 

 

Print name 

 

 

Date 

 

 

Division/ Department  

 

 

The manager completing this certification should retain it for audit and/or other purposes for 

a period of six years (even if subsequent versions of the document are implemented). The 

suggested level of certification is;  

 

 Clinical divisions - general manager   

 Non clinical divisions - deputy director or equivalent. 

 

The manager may, at their discretion, also require that subordinate levels of their division / 

department utilises this form in a similar way, but this would always be an additional (not 

replacement) action. 

 

 

 


