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1 INTRODUCTION 

1.1 This policy is issued and maintained by the Chief Executive on behalf of 

the Trust, at the issue defined on the front sheet, which supersedes and 

replaces all previous versions. 

Information Governance is a framework for handling personal 
information in a confidential and secure manner to appropriate ethical 
and quality standards in a modern health service. It provides a 
consistent way for employees to deal with the many different 
information handling requirements including: 

 

 Information Governance Management. 

 Clinical Information assurance  

 Confidentiality and Data Protection assurance. 

 Corporate Information assurance. 

 Information Security assurance.  

 Secondary use assurance. 

1.2 Information is a vital asset, both in terms of the clinical management of 

individual patients and the efficient management of services and 

resources. It plays a key part in clinical governance, service planning and 

performance management. 

1.3 It is therefore of paramount importance to ensure that information is 

efficiently managed, and that appropriate policies, procedures, 

management accountability and structures provide a robust governance 

framework for information management. 

1.4 This document sets out the high level principles across the community for 

confidentiality, integrity and availability of information and the role of 

information governance (IG) to promote and build a level of consistency 

across the community on these principles 

2.   POLICY STATEMENT  

2.1 The Trust recognises the need for an appropriate balance between openness 

and confidentiality in the management and use of information. The Trust fully 

supports the principles of corporate governance and recognises its public 

accountability, but equally places importance on the confidentiality of, and the 

security arrangements to safeguard, both personal information about patients 

and staff and commercially sensitive information.  

 

2.2 The Trust recognises the need to share patient information with other health 

organisations and agencies in a controlled manner consistent with the interests 

of the patient and, in some circumstances, the public interest. 
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2.3 The Trust recognises that it is essential that information is accurate, timely and 

relevant in order to deliver the highest quality health care. As such it is the 

responsibility of all clinicians and managers to ensure and promote the quality 

of information and to actively use information in decision making processes. 

 

2.4 To protect the organisation’s information assets from all threats, whether 
internal or external, deliberate or accidental. The Trust will ensure: 

 

 Information will be protected against unauthorised access. 

 Confidentiality of information will be assured. 

 Integrity of information will be maintained. 

 Information will be supported by the highest quality data. 

 Regulatory and legislative requirements will be met. 

 Business continuity plans will be produced, maintained and 
tested. 

 Information security training will be available to all staff, and all 

breaches of information security, actual or suspected, will be 

reported to, and investigated by the Information Governance 

Manager. 

 

An Equality Impact Assessment (EIA) has been carried out and has concluded that 
this policy is of low impact. 
 

3.   DEFINITIONS 

‘Trust’   Refers to Sherwood Forest Hospitals NHS Foundation Trust 
 

‘Staff’:   Means all employees of the Trust, including those   

   managed by a third party on behalf of the    

   Trust 

‘NHSLA’:  Means National Health Service Litigation Authority 
 

‘Information 

 Processing’:      Includes all principles of the HORUS model from the   

   Data Protection Legislation i.e. Holding, Obtaining,  

   Recording, Using and Sharing information.  

 ‘Breach of  
 Confidentiality’ A breach of confidentiality is the unauthorised disclosure of 

personal information provided in confidence. 
 

‘Confidential 
Information’ Confidential information can be anything that relates to patients, 

staff or any other information (such as contracts, tenders etc) 
held in any form (such as paper or other forms like electronic, 
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microfilm, audio or video) howsoever stored (such as patient 
records, paper diaries, computer or on portable devices such as 
laptops, PDAs, BlackBerrys, mobile telephones) or even passed 
by word of mouth. Person identifiable information is anything 
that contains the means to identify an individual. 

 

‘Disclosure’  This is the divulging or provision of access to data. 
 

‘Patient  
identifiable  
Information’  Key identifiable information includes: 
   Patient’s name, address, full post code, date of birth; 

Pictures, photographs, videos, audio-tapes or other images of 
patients; NHS number and local patient identifiable codes; 
Anything else that may be used to identify a patient, either 
directly or indirectly. For example, rare diseases, drug treatments 
or statistical analyses which have very small numbers within a 
small population may allow individuals to be identified 

 
‘Public Interest’ Exceptional circumstances that justify overruling the right of an 

individual to confidentiality in order to serve a broader societal 
interest. Decisions about the public interest are complex and 
must take account of both the potential harm that disclosure may 
cause and the interest of society in the continued provision of 
confidential health services. 

 

Sensitive Data Data held about an individual which contains both personal and 
sensitive information. There are only seven types of information 
detailed in the Data Protection Legislation that are deemed as 
sensitive: 

• Racial or ethnic origin; 
• Religious or other beliefs; 
• Political opinions; 
• Trade union membership; 
• Physical or mental health; 
• Sexual life; and 
• Criminal proceedings or convictions. 

 

4.  ROLE AND RESPONSIBILITIES 

4.1 Chief Executive 
Overall accountability for procedural documents across the organisation lies with the 
Chief Executive who has overall responsibility for establishing and maintaining 
effective information management, for meeting all statutory requirements and 
adhering to guidance issued in respect of procedural documents 
 
4.2 Caldicott Guardian 
The Trust Medical Director has been appointed Caldicott Guardian. The Caldicott 
Guardian will: 
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 Ensure that the Trust satisfies the highest practical standards for handling 
patient identifiable information. 

 Facilitate and enable appropriate information sharing and make decisions on 
behalf of the Trust following advice on options for lawful and ethical 
processing of information, in particular in relation to disclosures. 

 Represent and champion Information Governance requirements and issues at 
Board level. 

 Ensure that confidentiality issues are appropriately reflected in organisational 
strategies, policies and working procedures for staff 

 Oversee all arrangements, protocols and procedures where confidential 
patient information may be shared with external bodies both within, and 
outside, the NHS. 

 
4.3 Senior Information Risk Owner (SIRO) 

 The Chief Financial Officer has been nominated as Senior Information Risk 
Owner (SIRO). The SIRO will: 

 Take overall ownership of the organisation’s Information Risk. 

 Act as champion for information risk on the Board and provide written advice 
to the Accounting Officer on the content of the organisation’s statement of 
internal control in regard to information risk. 

 Understand how the strategic business goals of the Trust and how other NHS 
organisations’ business goals may be impacted by information risks, and how 
those risks may be managed. 

 Implement and lead the NHS Information Governance Risk Assessment and 
Management processes within the Trust; 

 Advise the Board on the effectiveness of information risk management across 
the Trust 

 Receive training as necessary to ensure they remain effective in their role as 
SIRO. 

 
4.4 Information Asset Owners 
Information Asset Owners (IAO) will: 
 

 Lead and foster a culture that values, protects and uses information for the 
benefit of patients. 

 Know what information comprises or is associated with the asset, and 
understands the nature and justification of information flows to and from the 
asset. 

 Know who has access to the asset, whether system or information, and why, 
and ensures access is monitored and compliant with policy. 

 Understand and address risks to the asset, and providing assurance to the 
SIRO. 

 Ensure there is a legal basis for processing and for any disclosures 

 Refer queries about any of the above to the SIRO. 
 
4.5 Information Governance Committee 
The Information Governance Committee is responsible for ensuring that this policy is 
implemented, including any supporting guidance and training deemed necessary to 
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support the implementation, and for monitoring and providing Board assurance in this 
respect 
 
4.6 Trust Managers 
It is the responsibility of Executive Directors, Divisional Managers, Heads of 
Departments, Divisional Matrons and ward sisters/charge nurses to ensure the 
implementation of policies throughout their areas of responsibility. Managers should 
also react in an appropriate manner when informed of instances where behaviour is 
not in accordance with the policy that is set out herein. 
 
4.7 The Information Governance Team  
The IG team will provide expert advice and guidance to all staff on all elements of 
Information Governance. The team is responsible for: 



 Providing advice and guidance, to all staff, on all aspects of information 
governance. 

 Working with staff to ensure there is consistency of Information Governance 
across the organisation. 

 Developing Information Governance policies and procedures. 

 Working with the Trust and other organisations to establish protocols on how 
information is to be shared. 

 Developing Information Governance awareness and training programmes for 
staff. 

 Ensuring compliance with Data Protection, Information Security and other 
information related legislation. 

 Providing support for freedom of information requests. 

 Providing support to the Caldicott Guardian and Senior Information Risk Owner 
(SIRO) for Information Governance related issues 

 

4.8 All Staff 
All employees and anyone working on behalf of the Trust, involved in the receipt, 
handling or communication of person identifiable information, must adhere to this 
policy to support the reputation of the Trust and where relevant of their profession. 
Everyone has a duty to respect a data subjects rights to confidentiality. Individual 
staff members are responsible for familiarising themselves with current IG policies, in 
line with their contractual obligations. 

Any amendments to existing policies will be communicated to all staff by the IG 

department through the communications team. 

It is the role of the Board to define the Trust’s policy in respect of Information Governance, 

taking into account legal and NHS requirements.  The Board is also responsible for 

ensuring that sufficient resources are provided to support the requirements of the policy. 

 

All staff, whether permanent, temporary or contracted are responsible for ensuring that they 

are aware of the requirements incumbent upon them and for ensuring that they comply with 

these on a day to day basis. 
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5.  SCOPE OF POLICY  

This policy applies to all employees of the trust, including temporary staff and 

contractors. Temporary staff and contractors will need to agree and sign a 

confidentiality agreement with the Trust.  These agreements are available from the 

IG department on request.  

 

5.1 INFORMATION GOVERNANCE AIMS 
The Trust’s Information Governance aims are to: 
 

• Hold information securely and confidentially; 
• Obtain information fairly and efficiently; 
• Record information accurately and reliably; 
• Use information effectively and ethically; 
• Share information appropriately and lawfully; and 

. 
 
 
5.2 INFORMATION GOVERNANCE PRINCIPLES 
The Trust recognises the need for an appropriate balance between openness and 
confidentiality in the management and use of information. The Trust fully supports the 
principles of corporate governance and recognises its public accountability, but 
equally places importance on the confidentiality of, and the security arrangements to 
safeguard, both personal information about patients and staff and commercially 
sensitive information. 
 
The Trust also recognises the need to share patient information with other health 
organisations and other agencies in a controlled manner consistent with the interests 
of the patient and, in some circumstances, the public interest. 
 
The Trust believes that accurate, timely and relevant information is essential to 
deliver the highest quality health care. As such it is the responsibility of all staff to 
ensure and promote the quality of information and to actively use information in 
decision making processes. 
 
There are four key interlinked strands to the information governance policy: 

 Openness 

 Legal compliance  

 Information security  

 Quality assurance 
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5.3 Openness 

 Non-confidential information relating to the Trust and its services should be 

available to the public through a variety of media, in line with the Information 

Commissioner’s Model Publication Scheme. 

 The Trust will establish and maintain policies to ensure compliance with the 

Freedom of Information Act. 

 The Trust will undertake or commission annual assessments and audits of its 

policies and arrangements for openness. 

 Patients should have ready access to information relating to their own health 

care, their options for treatment and their rights as patients. 

 The Trust will have clear procedures and arrangements for liaison with the 

press and broadcasting media. 

 The Trust will have clear procedures and arrangements for handling queries 

from patients and the public. 

5.4 Legal Compliance 

Compliance with the policies and procedures laid down in this document will be 
monitored via the Information Governance team, together with independent reviews by 
both Internal and External Audit on a periodic basis. 

 

 The Trust regards all identifiable personal information relating to staff as 

confidential except where national policy on accountability and openness 

requires otherwise. 

 The Trust will establish and maintain policies to ensure compliance with 

the Data Protection Act, Human Rights Act and the Common Law Duty of 

Confidentiality. 

 The Trust will establish and maintain policies for the controlled and 

appropriate sharing of patient information with other agencies, taking 

account of relevant legislation (e.g. Health and Social Care Act, Crime and 

Disorder Act, Protection of Children Act). 

5.5 Information Security 

 The Trust will establish and maintain policies for the effective and secure 

management of its information assets and resources. 
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 The Trust will undertake or commission annual assessments and audits of 

its information and IT security arrangements. 

 The Trust will promote effective confidentiality and security practice to its 

staff through policies, procedures and annual mandatory training. 

 The Trust will establish and maintain incident reporting procedures and will 

monitor and investigate all reported instances of actual or potential 

breaches of confidentiality and security. 

5.6 Information Quality Assurance 

 The Trust will establish and maintain policies and procedures for information 

quality assurance and the effective management of records. 

 The Trust will undertake or commission annual assessments and audits of its 

information quality and records management arrangements. 

 Managers are expected to take ownership of, and seek to improve, the quality 

of information within their services. 

 Wherever possible, information quality should be assured at the point of 

collection. 

 Data standards will be set through clear and consistent definition of data 

items, in accordance with national standards. 

 

6.  CONSULTATION 

The consultation process for this policy is as follows: 

 

 Information Governance Group  

7.   NARRATIVE 

7.1 Information Governance Policy Framework 
The Trust has developed a framework for its Information Governance Policy. This is 
supported by a set of Information Governance policies and related procedures to 
cover all aspects of Information Governance which are aligned with the NHS 
Operating Framework and the Information Governance toolkit requirements. 
 
The Key Information Governance Policies are: 
 
Freedom of Information Policy  
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This policy sets out the roles and responsibilities for compliance with the Freedom of 
Information Act and Environmental Information Regulations. 
 

Confidentiality Policy 
This policy lays down the principles that must be observed by all who work within the 
Trust and have access to personal or confidential business information. All staff must 
be aware of their responsibilities for safeguarding confidentiality and preserving 
information security in order to comply with common law obligations of confidentiality 
and the NHS Confidentiality Code of Practice. 
 
Information Security Policy 
This policy is to protect, to a consistently high standard, all information assets. The 
policy defines security measures applied through technology and encompasses the 
expected behaviour of those who manage information within the organisation 
 
Document & Records Management Policy 
This policy is to promote the effective management and use of information, 
recognising its value and importance as a resource for the delivery of corporate and 
service objectives. 
 
Safe Haven Policy 
This policy lays down the principles that must be adhered to when sending person 
identifiable information to and from the Trust 
 
7.2 RESPONSIBILITIES OF THE TRUST 
All information used in the NHS is subject to handling by individuals and it is 
necessary for these individuals to be clear about their responsibilities and for the 
Trust to provide and support appropriate education and training. 
 
The Trust must ensure legal requirements are met. 
 
The Trust must make arrangements to meet the performance assessment 
requirements of the HSCIC Information Governance Toolkit. 
 
The Trust will continue to report on the management of information risks in the 
statement of internal controls and to include details of data loss and confidentiality 
breach incidents in annual reports. 
 
The Trust will ensure an Information Governance audit, utilising the centrally 
provided audit methodology, is included within the internal auditor’s work plan. 

8.  EVIDENCE BASE 

8.1 LEGAL AND REGULATORY FRAMEWORK 
There are a number of legal obligations placed upon the Trust for the use and 
security of person identifiable data.  
 
There are requirements to appropriately disclose information when required. 
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There is an NHS regulatory and performance framework for the management of 
information. 
 
There are NHS Codes of Conduct for the use of information. 

There are Codes of Practice and operating procedures adopted by the NHS. 

The main legal requirements consist of: 

 Data Protection Legislation (and subsequent Special Information Notices) 

 Access to Health Records Act 1990 (where not superseded by the Data 
Protection Legislation) 

 Computer Misuse Act 1990 

A summary of the information or guidance that has been used to develop this policy 

is available as a full list in Appendix 1.  

 

9.  MONITORING COMPLIANCE  

9.1 Compliance with the IG Assurance Framework will be assessed by the annual 

completion of the IG Toolkit.  Formal reports will be provided to the Audit and 

Assurance Committee and the Board for sign off prior to annual submission. 

9.2 The Trust will establish and maintain incident reporting procedures and will 

monitor and investigate all reported instances of actual or potential breaches 

of confidentiality and security. As part of the training and awareness 

programme, employees and third party contractors will also be made aware of 

definitions of incidents/weaknesses and the process for dealing with them. 
 

10.  TRAINING REQUIREMENTS 

10.1 To ensure organisational compliance with the law and Government guidelines 

relating to Information Governance, staff must receive appropriate training. 

Therefore, annual IG training is mandatory for all staff, and staff IG training 

needs will be routinely assessed, monitored and adequately provided for.   

 

10.2 In many cases the mandatory basic IG training through the online NHS 

Information Governance Training Tool will be adequate to give staff the 

knowledge that they require, but the Trust supplements this with training 

sessions which cover: 
 

 Fundamentals of data protection and the Caldicott Principles; 

 Freedom of Information Act 2000 responsibilities; 

 Principles of good record keeping; 
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 Information security guidance; 

 Reference to relevant Trust  policies, procedures and further guidance. 
 

10.1 It is difficult for busy staff to convert theory and guidance into practical work 

procedures. Changing established routines and adjusting established work 

practices can be challenging.  As a result staff will be trained in the use of 

systems and procedures, to ensure the quality and appropriate handling of 

information, in order to minimise risks to the Trust from poor information 

management. 
 

 

11.  DISTRIBUTION 
 

This policy, once approved, will be included within the Governance Policy Section of 

the Trust’s Intranet. 
 

 

12.  COMMUNICATION 
 

This policy will be communicated to all existing staff via Team Brief, weekly staff 

bulletin and the Latest Updates section on the Trust’s Intranet homepage for 

implementation purposes. 

 

New members of staff will be informed of the policy at Induction, in line with the 

Organisation’s Induction Policy. 
 
 

13.  AUTHOR AND REVIEW DETAILS 
 
Date issued:   

Date to be reviewed 

by: 
 

To be reviewed by: Information Governance Manager 

Executive Sponsor: Chief Executive 

 

14.  APPENDICES  
 

Appendix 1 List of guidance that has been used to develop this policy 

Appendix 2 Information Lifecycle Management Strategy 
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Appendix 1 

 
The Abortion (Amendment) Regulations Act 2008 

http://www.legislation.gov.uk/uksi/2008/735/contents/made 

To meet the requirements of these Regulations, organisations must ensure that they 

have processes in place to ensure that certificates are retained in a secure area for 

at least three years, and that they are confidentially destroyed once they are no 

longer required. Disclosure of information to the Chief Medical Officer about 

terminations does not constitute any breach of confidentiality requirements, as this is 

a statutory gateway for disclosure. 

 

Access to Health Records Act 1990 (where not superseded by the Data 

Protection Legislation)  

http://www.legislation.gov.uk/ukpga/1990/23/contents 

Although there is no proven duty of confidence owed to deceased patients, the 

position has yet to be adequately tested in the courts. The Department of Health 

advises that records of the deceased should be treated as if confidential and 

disclosures only made in line with the Access to Health Records Act 1990 or other 

legislation. 

 

Organisations should have processes that address where and how the records of 

deceased persons are stored. Secure and environmentally safe storage is vital to 

ensure that records are maintained in good order and are available if required. 

It is essential that organisations put in place processes and procedures to enable the 

efficient and effective retrieval of such records within the timescales specified by the 

Act. 

 

The Access to Medical Reports Act 1988 

Disclosures of medical reports and the information contained within should only take 

place in accordance with the consent that has been granted by the patient.  

Disclosures that have not been consented to may be in breach of the common law 

duty of confidentiality unless they are in line with other statutory considerations. 

 

It is important that these reports remain accessible to the patient for at least six 

months after they have been supplied to the employer or insurer. After six months, 

organisation’s should consider whether retention is necessary; however, if they do 

decide to retain the report, it must be accessible should a subsequent subject access 

request is made. In some organisations, it may be easier to hold the report as part of 

the health record. 

 

Administrative Law 

Staff should be trained in the legal framework covering the disclosure of confidential 

patient information. They should also be provided with procedures for obtaining 

http://www.legislation.gov.uk/uksi/2008/735/contents/made
http://www.legislation.gov.uk/ukpga/1990/23/contents
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explicit consent and guidance on where to seek advice if they are unsure whether 

they should disclose such information. 

 

Audit Commission Act 1998 http://www.legislation.gov.uk/ukpga/1998/18/contents 

 

The Blood Safety and Quality Regulations 2005 

Organisations must ensure that they are able to provide full traceability of whole 

blood and blood components. There should be a record-keeping system that: allows 

for identification of each single blood donation and each single blood unit and 

components thereof; and enables full traceability to the donor as well as to the 

transfusion and the recipient. 

 

The Census (Confidentiality) Act 1991 

Any staff that may use census information for their work must be instructed on the 

lawful way in which they may use it and the processes put in place to ensure that 

unlawful disclosure does not occur. 

 

The Children Act 2004  

http://www.legislation.gov.uk/ukpga/2004/31/contents 

Organisations must ensure that staff are adequately trained and put processes in 

place to ensure that information is appropriately shared. 

 

The Civil Contingencies Act 2004  

It is important that affected NHS organisations are aware of and comply with their 

obligations under this Act. These will include the identification of information required 

to support the organisation’s business in the event of an emergency occurring and 

the development and testing of relevant information technology disaster recovery or 

fallback continuity plans where computerised information services may be disrupted. 

However, the Act does not provide a statutory obligation to breach the common law 

duty of confidentiality. Where information is confidential, the party making the 

disclosure must consider whether the interests of the individual(s) will be better 

served by making the disclosure (i.e. is it in the public interest to disclose?). 

 

The Civil Evidence Act 1995 

A public authority is making a legal statement by authenticating such documents and 

records. The organisation must therefore be sure of the quality and reliability of an 

electronic record. It will therefore be important to be able to verify that the computer 

was not misused and was operating properly at the time the record was produced. 

 

The Common Law Duty of Confidentiality 

All persons who use patient records should be aware of their responsibility for 

facilitating and maintaining confidentiality of those records. Systems and processes 

should ensure that employees only have access to those parts of the record required 

to carry out their role. Access to records should be logged and periodically audited. 

http://www.legislation.gov.uk/ukpga/1998/18/contents
http://www.legislation.gov.uk/ukpga/2004/31/contents
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Particular care should be taken to protect health records during their transportation 

between sites or organisation’s, for example security envelopes and approved 

carriers should be used where necessary. 

 

Computer Misuse Act 1990 

http://www.legislation.gov.uk/ukpga/1990/18/contents 

It is important that all staff members are aware of and comply with all security 

measures put in place to protect all health records. The organisation should have 

policies and procedures in place to facilitate compliance alongside disciplinary 

measures for failure to comply. 

 

The Congenital Disabilities (Civil Liability) Act 1976  

Organisations need to take the provisions of this Act into account and ensure that the 

health records of all children and, in particular, the records of children born with a 

disability are not destroyed prematurely. 

 

The Consumer Protection Act (CPA) 1987 

A claimant generally has three years to begin legal action after the damage; 

however, this period may be extended to 10 years after the product was supplied. 

The NHS is affected by these provisions and may be liable as a supplier or user of a 

product.  Therefore, it is important that accurate records are maintained for all 

products that may fall into this category in order that any claim can be defended. 

 

The Control of Substances Hazardous to Health (COSHH) Regulations 2002 

The Regulations require that organisations retain records of risk assessments, 

control measures, exposure monitoring and health surveillance. Some of these 

records must be kept for specified periods. 

 

Copyright, Designs and Patents Act 1988 (as amended by the Copyright 
(Computer Programs) Regulations 1992 
http://www.legislation.gov.uk/ukpga/1988/48/contents 
It is important that all staff members are aware of and comply with the licensing 

requirements of software they use, which exist to protect the rights of the software 

copyright owner. Unauthorised installation, copying, duplication, resale or other 

misuse of commercial software is likely to breach the terms of licence and could 

potentially result in criminal prosecution. A copy of the purchase order and licence 

should be retained for all commercial software purchases. 

Corporate web pages where information is published should be checked for 

infringement of the Act and/or that necessary permissions or acknowledgements  

have been given. If there is any doubt, check with the organisation’s legal advisers. 

 

Crime & Disorder Act 1998 

http://www.legislation.gov.uk/ukpga/1998/37/contents 

Any request for disclosure under this Act must be referred to the Caldicott Guardian 

http://www.legislation.gov.uk/ukpga/1990/18/contents
http://www.legislation.gov.uk/ukpga/1988/48/contents
http://www.legislation.gov.uk/ukpga/1998/37/contents
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and possibly the organisation’s legal advisers, who should decide whether such 

disclosure is necessary or proportionate. 

 

Section 115 of this Act permits the disclosure of personal information that may 

otherwise be prohibited. There is not a compulsion to disclose and the organization 

must make its own decision; however, the requirements of the common law duty of 

confidence and the Data Protection Legislation must still be met. Therefore, 

information given in confidence must not be disclosed unless there is a clear 

overriding public interest in doing so. 

 

If a disclosure is to be made, the disclosure must be necessary or appropriate to 

allow the Crime and Disorder Act 1998 to be applied and the information must only 

be disclosed to a relevant authority. What is necessary or proportionate depends on 

the individual circumstances of each case. The outcome to be achieved in disclosing 

information must be weighed against the public interest in provision of a confidential 

health service by the NHS. 
 

The Criminal Appeal Act 1995 

The exchange of information must comply with the DPA 1998 and sensitive personal 

data must only be exchanged where the DPA permits. 
 

Data Protection Act 1998   

http://www.legislation.gov.uk/ukpga/1998/29/contents 

 
 

Data Protection Act 1998 s.43 Information Notices 

http://www.legislation.gov.uk/ukpga/1998/29/section/43 

 

            The Data Protection (Processing of Sensitive Personal Data) Order 2000 

The Order amends the DPA 1998 by defining several circumstances under which it 

would be lawful to disclose sensitive personal data without explicit consent. 

However, there must be a substantial public interest in making the disclosure; 

therefore, any decision must involve the Caldicott Guardian and may require referral 

to the organisation’s legal advisers. 
 

The Disclosure of Adoption Information (Post-Commencement Adoptions) 

Regulations 2005 

The Regulations require that adoption agencies keep records on the adopted 

children they have placed for at least 100 years and place limits on the information 

that can be disclosed. 
 

The Electronic Commerce (EC Directive) Regulations 2002 

While NHS organisations may not currently offer online selling services of this type, it 

is possible that these may arise in future, or that staff of NHS Organisations may 

participate in online transactions provided by external organisations. Many NHS 

http://www.legislation.gov.uk/ukpga/1998/29/contents
http://www.legislation.gov.uk/ukpga/1998/29/section/43
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Organisations have already implemented websites to promote their corporate identity 

and services. Organisations need to consider the potential implications of these 

Regulations when designing new NHS online services. 
 

Electronic Communications Act 2000 (Commencement No. 1) Order 2000 

http://www.legislation.gov.uk/uksi/2000/1798/introduction/made  

Organisations should ensure that electronic information is held and transferred in 

accordance with the Act and other provisions, to ensure that confidential information 

is accessed only by those with a need to know it in order to carry out their role. They 

should do their best to ensure that electronic signatures can be verified in case the 

authenticity of a signature becomes subject to a legal dispute. Organisations should 

also be aware of the need to ensure the retention and protection of any cryptographic 

keys that have been used to protect records, as they may have evidential value over 

the lifetime of the record. 
 

The Environmental Information Regulations (EIR) 2004 

As with the FOI Act 2000, the organisation needs a robust records management 

programme. The requirements of the two pieces of legislation are similar so it is 

advised that Organisations deal with requests in a like manner. The main difference 

is that requests for environmental information need not be in writing. 
 

The Freedom of Information (FOI) Act 2000 

The organisation should carry out a records audit to determine what records it holds, 

the location of the records and whether they need to be kept. This should lead to a 

review of the organisation’s retention schedules and provide information for its 

publication scheme. 

 

As with DPA 1998 subject access requests, appropriately trained staff and effective 

procedures are crucial to compliance with this Act. There is a duty imposed on 

Organisations to supply information in a timely fashion – currently within 20 working 

days. To facilitate this obligation to provide information within these time limits, the 

organisation must ensure that all employees are aware of how an FOI Act 2000 

application should be progressed and of the requirement to respond to requests 

quickly. 

 

Organisations should consider maintaining a log of requests with the view to making 

frequently requested information available through the publication scheme. 
 

The Gender Recognition Act 2004 

As protected information covers all information that would identify a person as being 

a transsexual, if an applicant is successful in their application a new health record 

must be created so that protected information is not disclosed. 
 
 

The Gender Recognition (Disclosure of Information) (England, Wales and 

http://www.legislation.gov.uk/uksi/2000/1798/introduction/made
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Northern Ireland) (No. 2) Order 2005 

The Order defines the circumstances under which it would be lawful to disclose 

protected information. Staff should be appropriately trained in seeking informed 

consent. Where consent cannot be given, a decision to disclose must be taken by 

senior personnel only. 
 

The Health and Safety at Work etc Act 1974 

http://www.legislation.gov.uk/ukpga/1974/37/contents 

Organisations should retain equipment maintenance records, records of 

assessments and training records etc for appropriate periods, as proof that they are 

complying with the law and maintaining the safety of their employees. Retention of 

these records will also assist organisations to appropriately defend against any legal 

action and comply with investigations carried out by the Health and Safety Executive 

and/or the Healthcare Commission. 
 

The Health and Social Care Act 2008 Code of Practice for health and adult 
social care on the prevention and control of infections and related guidance 
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalass
et/dh_110435.pdf 

 
The Human Fertilisation and Embryology Act 1990, as amended by the Human 

Fertilisation and Embryology (Disclosure of Information) Act 1992 

 http://www.legislation.gov.uk/ukpga/1990/37/contents 

To meet the requirements of this Act, organisations must ensure that they have 

processes in place to ensure that such information is available only to those 

permitted access. This is especially important as regards paper records, where 

information on this form of treatment is likely to be included within past medical 

history (particularly hospital records). 

 

Human Rights Act 1998 

http://www.legislation.gov.uk/ukpga/1998/42/contents 

Current understanding is that if organisations comply with the provisions of the  
 

The Limitation Act 1980 

A claimant generally has three years to begin legal action after an injury. However, 

the lapse between an ‘injury’ and ‘knowledge’ of it is without limit of time. 

Therefore, it is important that accurate records are retained in accordance with 

national guidance and local policies. As with other statutory provisions, 

organisations must be able to locate and supply information if requested and ensure 

that closed records are stored in accordance with National Archives’ guidance. 
 

The Medicines for Human Use (Clinical Trials) Amendment Regulations 2006 

http://www.legislation.gov.uk/ukpga/1974/37/contents
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_110435.pdf
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_110435.pdf
http://www.legislation.gov.uk/ukpga/1990/37/contents
http://www.legislation.gov.uk/ukpga/1998/42/contents
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The sponsor and the chief investigator shall ensure that the documents contained, or 

which have been contained, in the trial master file are retained for five years after the 

conclusion of the trial. 

The sponsor and the chief investigator shall ensure that the medical files of trial 

subjects are retained for at least five years after the conclusion of the trial. 

An ethics committee shall retain all the documents relating to a clinical trial on which 

it gives an opinion for: 

 Where the trial proceeds, at least three years from the conclusion of the trial; or 

 Where the trial does not proceed, at least three years from the date of the 

opinion. 
 

 

National Health Service Act 2006 

http://www.legislation.gov.uk/ukpga/2006/41/contents 

Procedures should be put in place to provide information under section 251 

regulations. Organisations should also have a process to inform anyone requesting 

patient-identifiable information for purposes other than direct healthcare of the need 

to gain approval from PIAG, unless they have the explicit consent of the patient. 
 

 

The NHS Trusts and Primary Care Trusts (Sexually Transmitted Diseases) 

Directions 2000 

To meet the requirements of this Act, organisations must ensure that they have 

processes in place to ensure that such information is available only to those 

permitted access. This is especially important as regards paper records, where 

information on this form of treatment might be included within past medical history 

(particularly hospital records). 
 

Every NHS Trust and PCT must take all necessary steps to ensure that any 

information capable of identifying an individual obtained by any of their members or 

employees with respect to persons examined or treated for any sexually transmitted 

disease shall not be disclosed except: 
 

 for the purpose of communicating that information to a medical practitioner, or to 

a person employed under the direction of a medical practitioner in connection with 

the treatment of persons suffering from such disease or the prevention of the 

spread thereof;  

 and for the purpose of such treatment or prevention. 

 
 

The Police and Criminal Evidence (PACE) Act 1984 

Those responsible for managing any computer system from which information is 

requested which is to be used as evidence should be aware that they will need to 

provide a statement that the computer was operating properly at the time that the 

evidence was provided, or that any malfunction did not affect the production or 

http://www.legislation.gov.uk/ukpga/2006/41/contents
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accuracy of the document. They may also be requested to provide information on the 

function and operation of the system. 
 

Prevention of Terrorism Act 2005 

http://www.legislation.gov.uk/ukpga/2005/2/contents 

 

The Public Health (Control of Diseases) Act 1984 and the Public Health 

(Infectious Diseases) Regulations 1988 

Organisations should ensure that copies of the notification certificate or counterfoils 

from a notification book are held securely and retained for the recommended 

minimum period. 
 

The Privacy and Electronic Communications (EC Directive) Regulations 2003 

http://www.legislation.gov.uk/ukpga/2000/11/contents/enacted 

Staff with responsibility for information security management should be aware of 

the Regulations and their potential implications for the technical design of NHS 

websites. Consideration is also necessary for the use of email within NHS business 

activities and in particular the rules for unsolicited email marketing.  

 

The Public Interest Disclosure Act 1998 

http://www.legislation.gov.uk/ukpga/1998/23/contents 

Staff should be made aware of the correct procedures to be followed if circumstances 

arise that require them to breach confidentiality and any policy guidance; see Health 

Service Circular (HSC) 1999/198 on public interest disclosure. 
 

The Public Records Act 1958 

Further guidance is given in the introduction to the retention schedules in Records 

Management: NHS Code of Practice, available at: 

www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAnd 

Guidance/DH_4131747 
 

The Radioactive Substances Act 1993 

Records relating to radioactive substances and radioactive waste must be retained 

as specified by the Environment Agency. The Agency may also require that records 

be retained for a specified period after the activity has ceased. Once this period has 

expired, records should be filed with an appropriate repository, i.e. a Place of 

Deposit. 
 
 

The Regulation of Investigatory Powers Act 2000 

http://www.legislation.gov.uk/ukpga/2000/23/contents 

Staff with responsibility for information security management should be fully aware of 

the Act and its related Regulations, as these potentially impact information services 

used by the organisation’s staff and others. Where interception or monitoring of 

communications or systems usage is locally permitted under the Act’s provisions, it is 

http://www.legislation.gov.uk/ukpga/2005/2/contents
http://www.legislation.gov.uk/ukpga/2000/11/contents/enacted
http://www.legislation.gov.uk/ukpga/1998/23/contents
http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAnd%20Guidance/DH_4131747
http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAnd%20Guidance/DH_4131747
http://www.legislation.gov.uk/ukpga/2000/23/contents
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essential that potentially affected individuals, the organisation’s legal advisers and 

human resources department are all aware of this possibility. In such circumstances, 

it is advisable to notify staff in induction training and routine awareness programmes 

and at the point of system log-on of this possibility. 
 

The Re-use of Public Sector Information Regulations 2005 

 Employees responsible for re-use issues should work closely with those 

responsible for FOI for several reasons, including: 

 An information audit is required for both pieces of legislation to determine the 

records held and the locations of those records; 

 Information available for re-use and the terms and conditions of re-use can be 

included within the organisation’s publication scheme (see FOI Act 2000 on page 

29); and 

 If a request is made for access and re-use, the processes need to be co-

ordinated so that the access issue is dealt with before permission to re-use is 

granted. 
 

The Office of Public Sector Information provides further advice on the link between 

the FOI Act 2000 and these Regulations, and wording on re-use that can be included 

when responding to an FOI request, available at:  

www.opsi.gov.uk/advice/psi-regulations/advice-and-guidance/psi-guidance-

notes/links-between-access-and-reuse.htm   

  

The Road Traffic Acts 1991 

http://www.legislation.gov.uk/ukpga/1991/40/contents 

NHS bodies are required by law to provide information to the CRU to enable the 

recovery of the costs of the treatment. The Road Traffic Acts require that NHS 

Organisations give any information, which is in their power to give and which may 

lead to identification of a driver who has committed an offence under the Acts. 
 

The Sexual Offences (Amendment) Act 1976, sub-section 4(1), as amended by 

the Criminal Justice Act 1988 

To meet the requirements of this legislation, organisations must ensure that they 

have processes in place to answer press enquiries about high-profile cases. If an 

interview is given to the press, particularly a live interview, it is vital that information is 

not inadvertently disclosed that could identify the victim. 
 
 

The Telecommunications (Lawful Business Practice) (Interception of 

Communications) Regulations 2000 

http://www.legislation.gov.uk/uksi/2000/2699/contents/made 
 
 
 
 
 

http://www.opsi.gov.uk/advice/psi-regulations/advice-and-guidance/psi-guidance-notes/links-between-access-and-reuse.htm
http://www.opsi.gov.uk/advice/psi-regulations/advice-and-guidance/psi-guidance-notes/links-between-access-and-reuse.htm
http://www.legislation.gov.uk/ukpga/1991/40/contents
http://www.legislation.gov.uk/uksi/2000/2699/contents/made
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Appendix 2 - Information Lifecycle Management Strategy 
 

Within the Trust, all staff creating any type of record are required to liaise with their 

division records manager to ensure the appropriate Records Management Policy is 

implemented.  For every item of information created, there will be a time period 

(retention period) for which it is required, and must be accessible.  These are outlined 

in the Trust’s Retention and Destruction Policy.  Once information has reached the 

end of its period of retention, it is no longer appropriate to retain the record and it 

must be destroyed in line with the hospital’s legislative responsibilities – the Freedom 

of Information Act, Health Records Act, and Data Protection Act.  
 

Figure 1 – Records Management Life Cycle 
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