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 Introduction 

 
In recent  decades protecting confidentiality and not infringing on citizens privacy is a 
major consideration for businesses and the public sector  With the development of 
new technologies this has increased public concerns about intrusion into their 
privacy. 
 
The Information Commissioners Office and Information Governance Toolkit have 
identified Privacy Impact Assessments (PIA’) as a key tool in addressing 
confidentiality and privacy concerns.   The resulting increased confidence and 
participation in NHS data collection and services have led to PIA’s now forming part 
of the key requirements for the Information Governance Toolkit. 
 
 
Purpose 

 
A Privacy Impact Assessment (PIA) is a process which enables organisations to 
anticipate and address the likely impacts of new initiatives on an individual’s (both 
patients and staff) privacy.  Through the PIA process it is hoped that project groups 
can better foresee problems and negotiate solutions to ensure data protection 
compliance in the design stage of any new project.. Systems can then be designed 
with features built-in to reduce the likelihood of privacy intrusion from the outset. 
Risks that are identified through the PIA process require a decision to be made by 
key stakeholders. If the risk is accepted then the decision to do so must recorded on 
the relevant risk register and be reviewed regularly.  
 
Where the success of a project depends on people accepting, adopting and using a 
new system, process or programme, privacy concerns can be a significant risk factor 
that threatens the return on the organisation's investment. In order to address this 
risk, it is advisable to use the PIA as a means of identifying specific risks that require 
management. 
 
 
 
3. Key Principles 
 
3.1 Who should carry out a Privacy Impact Assessment? 
 
Privacy Impact Assessments should be completed by those who have good 
knowledge of the project, the systems involved and the level of information required.  
It is likely that multiple staff from the project will need to be involved with carrying out 
the PIA.   
 
Whilst this document is for use by anyone who proposes or develops new 
systems/upgrades existing systems within the Trust, it is usually the Project Manager 
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in collaboration with the Information Governance team that will need to complete the 
project’s PIA.   
 
 
  
 
3.2 What type of projects or systems requires a Privacy Impact Assessment? 
 
PIAs should be conducted on any plan or proposal for a system or service where 
privacy issues may need to be considered.  It does not have to be a formal project as 
a PIA is suitable for: 
 

 A new IT system for storing and accessing personal data.  

 A data sharing initiative between organisations to pool or link sets of personal 
data.  

 A proposal to identify people in a particular group or demographic and initiate 
a course of action.  

 Using existing data for a new and unexpected or more intrusive purpose.  

 A new surveillance system or the application of new technology to an existing 
system.  

 A new database that consolidates information held by separate parts of an 
organisation.  

 Legislation, policy or strategies which will impact on privacy through the 
collection of use of information, or through surveillance or other monitoring.  

 Change of use of a building i.e. new reception area, new ward etc. 

 Any change in procedure of handling, obtaining, recording using storing, and 
destruction of personal identifiable data. 

 

   
 
3.3 At what stage of a project do I complete a Privacy Impact Assessment? 
 
PIA’s are best conducted at the initial stage of an initiative (Project Brief or Project 
Initiation) as starting early ensures that project risks are identified and appreciated 
before the problems become embedded in the design.  Issues can then be 
addressed and safeguards built-in to the project rather than bolted on as an 
expensive after-thought.  Where a PIA has been completed at the start of the project, 
a follow up PIA must be conducted prior to roll-out of the new system or procedure in 
order to identify any issues that were not apparent at project initiation. 
 
Although it is best to complete a PIA as part of a project, PIAs can be conducted for 
projects that have been or are being implemented.   
 
Carrying out a PIA on a project that has been running for some time has the risk of 
raising unrealistic expectations among stakeholders during consultation.  However it 
may still be useful in identifying risks that have to be mitigated or accepted by the 
Trust. 
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3.4 What are the benefits of completing Privacy Impact Assessments? 
 
Conducting a PIA on all new systems and services, which require one supports: 
 

 The organisations reputation and privacy expectations with regard to the 
protection of personal information by ensuring that systems are not deployed 
with privacy flaws with the potential to attract negative stakeholder or media 
attention.  
 

 Successful project completion resulting in acceptance of new systems and 
removing the need for system re-design, feature retrofit and the need for 
resolution of privacy problems. 
 

 Compliance with law and regulations reducing opportunity for breach of the 
law.  
 
 

3.5 How to set up a Privacy Impact Assessment 
 
In major initiatives, the most beneficial and cost-effective approach may be to link it  
to the project's own life-cycle to be re-visited in each new project phase. 

 
PIA’s are not usually conducted by one person but require consultation with others in 
order to ensure: 
 

 Knowledge of the overall project 

 Knowledge of the relevant stakeholders and customer segments 

 Knowledge about privacy and the law 

 Expertise in project management 

 Expertise in records management, information management and data 
management 

 Expertise in relevant technologies 

 Expertise in information security processes and technologies 

 Knowledge of appropriate representatives of and advocates for the 
stakeholder groups and consultation techniques 
 

 
3.6 How to conduct a Privacy Impact Assessment 
 
PIA’s are wider than simply a data protection compliance check and are aimed at 
looking at all aspects affecting privacy.  A copy of the Trust Privacy Impact 
Assessment template is available in Section 8 of this document. 
 
The recommended approach involves a number of elements including an initial 
screening process to determine if a PIA is required.  Undertaking this assessment 
supports the Trust in considering the impact on privacy and whether there are more 
privacy friendly alternatives. 
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If after conducting a PIA screening process, it appears that a PIA is not required then 
the PIA screening form will need to be completed and signed by the Project manager 
and Information Governance Lead.  It should then form part of the project 
documentation. If however the project is informal then a copy of the PIA to be 
retained by the Information Governance Department. 
 
 
3.7 What are the end results of an effective PIA? 
 
Ideally the end results of an effective PIA are: 

 The identification of the project’s privacy impacts; 

 Appreciation of those impacts from the perspectives of all stakeholders; 

 An understanding of the acceptability of the project and its features by the 
organisations and people that will be affected by it; 

 Identification and assessment of less privacy-invasive alternatives; 

 Identification of ways in which negative impacts on privacy can be avoided; 

 Identification of ways to lessen negative impacts on privacy; 

 Where negative impacts on privacy are unavoidable, clarity as to the business 
need that justifies them; and 

 Documentation and publication of the outcomes. 
Ensure that any new project/process is captured on the relevant Information 
Flows and /or Information Asset Register. 

 
4. The Privacy Impact Assessment Process 
(Please also refer to Section 8 of this document) 
 
4.1 Preparing for the PIA screening process 
 
The PIA screening process – pp 2-3 of Section 8 - of this document allows non-
experts to identify the need for a PIA.  In order to do this sufficient information must 
be gathered to allow the PIA screening questions to be answered.  It is possible that 
there may not be enough available information and you may need to start by 
gathering the following three pieces of information: 

 Project outline; 

 Stakeholder analysis; and 

 Environmental scan. 
 

This type of information is likely to already be gathered at the Project Brief & Project 
Initiation Document stage. 
 
The Information Governance Team must be contacted before starting the PIA, they 
will be able to offer advice, guidance and support to the project team/person. 
 
4.2 Obtain or develop a Project Outline 
 
During the early stages of a project, there is only limited documentation available, 
and there may be uncertainty about the project’s scope and the features of the 
intended system. 
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To ensure that you know what the project’s aims are and to start thinking about what 
the potential impact of the project might be, make sure you get a copy of the project 
initiation documents, such as a project charter or terms of reference. 
 
If such documents are not available, consult with relevant staff in the lead 
organisation, key stakeholders, members of the project steering committee, and 
perhaps others as appropriate to the circumstances.  From this information, a 
relatively short description of the project can be prepared if necessary, as a basis for 
subsequent analysis. 
 
Where the activity is conducted at a later stage of the project, much more information 
will be available, and the project outline should provide references to relevant 
documents, including descriptions of relevant technologies, predecessor systems 
and/ or similar projects elsewhere 
 
4.3 Stakeholder Analysis 
 
This involves making a list of any groups or organisations that may have an interest 
in, a role to play in delivering, or be affected by your project. This could include:- 

 The organisation conducting the project, and perhaps various sub-
organisations within it; 

 Other organisations directly involved in the project; 

 Organisations and individuals that are intended to benefit from it; 

 Organisations and individuals that may be affected by it; and 

 Organisations that provide technology and services to enable it. 
 
At this stage you want to have a broad list of groups (if possible) with a very brief 
description of the stake each group might have in the project. 
 
This list can be edited later for more focused consultation.  At this stage any analysis 
of stakeholders should be brief, ideally a one page summary. 
 
4.4 Environmental Scan – Seeing what else is out there 
 
It may be valuable to seek out information about prior projects of a similar nature. 
Where new technology is being used, or the project applies existing technology in 
new ways, it is likely to assist the evaluation if descriptions of the technology and its 
applications are gathered. 
 
The following sources may be considered: 

 Prior PIA’s on similar projects, whether conducted within the organisation, or 
by other organisations 

 Fact sheets, white papers, reports and refereed articles published by industry 
associations, technology providers, and research centres 

 Consultations with professional associations.  Possibilities include Department 
of Health Connect, Health and Social Services Information Centre but the 
orientation and expertise of organisations like these may vary overtime 

 Consultations with privacy regulators, in particular the Information 
Commissioner’s Office 
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 Consultations with other regulators 

 Consultations with non-government organisations that represent or provide 
advice to those potentially affected by the project. 
 

These investigations may reveal designs and design features that have been 
devised by other project teams in order to address similar categories of problem 
confronted by the project under consideration.  As with the rest of the preparation 
work, this does not have to be exhaustively catalogued, a one to two page summary, 
with reference to working documents generated during the process should be 
sufficient. 
 
 
5. The Screening Questions 
 
Once you have completed the preparation and gathered the information together, 
you can carry out the screening process.  This involves answering the questions set 
out in of the first part of the PIA template (Section 8 of this document). 
 
The purpose of the screening process is to ensure that the investment the 
organisation makes is proportionate to the risks involved.  Depending on the scope 
and size of the project, only some elements of this procedure will be relevant in any 
given case. 
 
Answering the screening questions about the project should provide an indication of 
whether a PIA is needed. 
 
6. Monitoring Compliance and Effectiveness 
 
All projects must be reviewed, using the PIA screening questions, to identify whether 
or not a PIA is required.  If a PIA is not required, this must be confirmed with the 
signatures of both the Information Governance Manager and the Project manager on 
the PIA Screening Questionnaire form.  Project Managers should re-evaluate the PIA 
throughout the project development and implementation process.   
 
If there is a discrepancy regarding the PIA whether there is or is not any privacy 
concerns this will then will be forwarded to the Information Governance Group for 
consideration and final agreement of the project. 
 
 
7. References & Acknowledgements 
 
http://ico.org.uk/for_organisations/data_protection/topic_guides/privacy_impact_assessment 

 
8. The Privacy Impact Assessment Template 

Privacy Impact Assessment Screening form 
Privacy Impact Assessment form 
Appendix 1 – Data Protection Act Compliance Checklist 
 

 

http://ico.org.uk/for_organisations/data_protection/topic_guides/privacy_impact_assessment
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