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£1.25 billion lost
Fewer doctors, 
nurses, paramedics 
and other staff

Reputational 
damage and loss 
of trust

Less life saving procedures 
and life changing operations

“The NHS is overstretched”

Why?
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Fraud

The Fraud Act 2006
Fraud by false 
representation

• False invoices
• False expense 

claims
• Fraudulent 

supplier bank 
account changes

• Ghost employees
• False overtime 

claims

Fraud by failure 
disclosure

• Suppliers not 
disclosing target 
failures required 
by contract

• Not disclosing 
conflicts of interest

• Undisclosed 
changes to 
supplier status 
affecting ability to 
provide service

Fraud by abuse 
of position

• Staff abusing their 
position to 
increase their 
salary or divert 
funds

• Ordering goods or 
services for 
personal use

Bribery and 
Corruption

• Offering a bribe
• Requesting, 

accepting or 
agreeing to accept 
a bribe

• Bribing a foreign 
official

Bribery Act 
2010



Procurement 
– Supplier 

email
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COVID-19 Fraud 

Fraud threats 
to the NHS 

during COVID 
– the first year

Email 
scams

Pharmaceutical 
– Offering 

vaccine for cash

Patient Fraud 
– COVID-19 
vaccinations

Falsifying 
positive 

COVID-19 
test results 

Procurement 
– Conflicts of 

Interest

Falsifying 
shielding 

letters

Hoax 
webpage to 
book NHS 

vaccine



Procurement 
– Supplier 

email
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COVID-19 Fraud 

Fraud threats 
to the NHS 

during COVID- 
Second year

Email 
scams. 

Phishing

Vaccine Fraud

Spoof 
websites

Bribery of 
vaccine 

staff 

Theft of 
vaccines, 

illegal sale

Prioritising 
family for 
vaccine

Advance fee 
fraud
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Our benchmarking work
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Our benchmarking work
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Our benchmarking work
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SFH Fraud
 Levels of fraud reporting within the Trust have increased over the last two years.

 Why is this?

  Many matters as described previously reflect the national picture, but some are very different:

 Vaccine Fraud (organised crime)

 Theft of mobile devices

 Private work in NHS time   
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Targeting of Staff



What is 
Social 
Engineering? 

 The psychological 
manipulation of 
people into performing 
actions or divulging 
confidential 
information.

 A type of confidence 
trick for the purpose of 
information gathering, 
fraud, or system access



How does it 
work?

 Google – publicly 
available information

 Target individuals of 
influence

 Poor social media 
protection

 Phishing
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Security Questions
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Facebook quizes



How to spot 
a phishing 
email?

 Urgent Action
 Bad Grammar/Spelling
 Unfamiliar greetings
 Inconsistent email 

address
 Links that request 

logon details or 
sensitive data

 Too good to be true
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Social media slide

yesterday I was contacted by one of my colleagues, or who I thought was a colleague via, Facebook 
Messenger, it looked like her genuine account with her photograph, it was not her as it happens her 
account had been hacked.

She told me she had seen my name on the vaccine lottery site as a winner, she told me she had won a 
raffle prize and sent me a link to claim mine, I looked on the link and my name was on there, immediately 
an agent came on and asked for me to confirm who I was, saying I had won a prize etc.

The messenger service of who I thought was my colleague, was prompting me to carry on as instructed it 
was so convincing, the person was communicating exactly like she does, it wasn’t her at all but a 
scammer, conman, trying to get me to pay a shipping tax/ fee on my winnings, which would be put in my 
account in 24 hours. The last conversation I had with this person before I blocked them was to inform 
them I was contacting the fraud dept at the NHS.

I looked at my Colleagues Facebook page afterwards and it appears her account was hacked, I didn’t 
know this before the communication started.
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Social media slide



And finally



Questions?
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